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Process automation projects are most often driven by bottom line
results, return on investment and an appropriate value position or
justification. More and more, systems are expected to:

e Provide access to quantitative measurement points of impor-
tant processes

e Detect and correct problems immediately

e Measure trends

e Pinpoint and eliminate bottlenecks

e Control larger and more complex processes within a large
geographic area

e Maintain constant communications and an uninterrupted
power source

All of this can be accomplished with the use of a SCADA system
within the automation process. However, none of these functions
are available if the system is not designed with a reliable power
source for the remote panel portion of the SCADA system.

The focus of this article is to address the need to utilize the latest
circuit protection technology available to increase the efficiency of
a battery powered remote panel deployed with a SCADA system.
Before we can go into the details of the newest circuit breaker
technology for SCADA systems, we need to review what a SCADA
system is and its function within the automation process.

A Brief Introduction to SCADA

Supervisory Control and Data Acquisition, bet-
ter known as SCADA, is not considered a tech-
nology, but rather a type of automation appli-
cation. SCADA is used in systems where real
time data is mandated and is gathered from
multiple areas or locations of the automation
process located anywhere from a few hundred
feet to miles away from a central control panel.

SCADA systems provide sensing and monitor-
ing capabilities, as well as the computational

power to track everything relevant to the pro-
cess and manufacturing operations. This is
accomplished with the use four basic compo-
nent groups:

1. Sensors and Instruments: Devices mea-
suring the variables of the process con-
nected to a dedicated controller.

Basic Radio Function

— Large installed base.
— Affordable, but limited.

Remote Telemetry Unit (RTU): Small computerized units de-
ployed in the field at specific sites and locations. RTUs serve
as local collection points for gathering data from sensors and
delivering data & commands to the master unit. (Figure 1)

SCADA Master Units: Typically an industrial grade PC which
displays detailed graphics of all the field devices and has
the ability to process multiple communication interfaces and
protocols. The graphics represent the actual field devices in
the form of a gauges or some type of device status, such as
pumps, flow meters, tank levels, temperature gauges, switch
position, etc.

Communication Networks connect the SCADA Master Units
to the RTUs in the field: There are many communication inter-
faces and protocols available from very simple to very sophis-
ticated with extremely high speed and large volumes of data.
Early SCADA systems utilized basic serial communication,
running at a very slow speed of 1200 baud (number of times
the signal changes in a second) over a radio based transmit-
ter/receiver. This approach worked fairly well for the amount
of data required over radios with relatively short distances.
Today, typical systems are operating at 100 Mbps (1 million
bytes per seconds) over similar radio technology or wireless
Ethernet technology, allowing communication now to reach
distances of 10 to 20 miles consistently.

Solar Power Sources

— Latest approach to handling
installation costs.
Wireless Ethernet
— High speed Solar Panel
communications Lh
— Open Architecture
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Figure 1: RTU Example Diagram



The use of SCADA Systems in Automation Processes Today

SCADA is currently used across multiple industries to gather real
time data and communicate back to system engineers. Table 1
outlines some examples of how SCADA systems are currently be-
ing used today. This table barely scratches the surface of the po-
tential uses of SCADA systems. SCADA is incorporated in nearly
every industry and public infrastructure project anywhere automa-
tion is used to increases efficiency.

Industry SCADA Application

Oil & Gas Monitor the flow of raw product from the oil
wellheads through the network of pipelines
to the refinery plants and end user loca-
tions.

Electric Utility Detect current flow and line voltage, moni-
tor the operation of circuit breakers and to

switch sections of the power grid on or off.

State & Municipal
Water Utilities
Facility Managers

Monitor and regulate water flow, reservoir
levels, pipe pressure and other factors.

Control HVAC, refrigeration units, lighting
and entry systems

Manufacturing Manage parts inventories for just-in-time
manufacturing, regulate industrial automa-
tion and robots, and to monitor process

and quality control.

Transit Authorities = Regulate electricity to subways, trams and
trolley buses; to automate traffic signals
for rail systems; to track and locate trains
and buses; and to control railroad crossing
gates. SCADA regulates traffic lights, con-
trols traffic flow and detects out-of-order
signals.

Table 1: SCADA Applications by Industry

SCADA System & Traditional Circuit
Protection Shortcomings

SCADA systems are utilizing more and
more battery based power sources con-

Solar Panel

SCADA architectures to incorporate battery systems as the pri-
mary power source. While there is great deal of value available
with this design approach, there is one area of concern that needs
to be addressed, the short circuit and overload protection.

Traditionally, automation applications have used fuses or low cost
circuit breakers to provide the overload and short circuit protec-
tion for components installed in enclosures and in the field. Fuses
will quickly detect a fault in any of the components installed and
provide disconnection from the power source. Standard circuit
breaker technology provides a few options to select from, includ-
ing: Thermal, Thermal-Magnetic, and Magnetic. Similar to a fuse,
each of these devices fit a specific type of protection for short
circuit and/or over current protection and provide disconnection
from the power source.

However, both of these technology approaches have a significant
deficiency which SCADA systems have a difficult time dealing
with. Once the device trips as a result of a fault, it immediately
goes offline and the protection device must to be manually reset
or replaced to bring the device back online. This requires a field
engineer to travel to the panel location and reset the breaker or
replace the fuse. The downtime of a SCADA system due to a
fault is highly inefficient and very costly. Additionally, when data is
not available to the SCADA master unit it is blind to what is hap-
pening in the field and in some cases this information is tied to
revenue generation for the end customer. Most of these systems
have redundant devices in place to have multiple measuring points
feeding the SCADA system, which helps deal with a single device
going offline. Not all industries can afford redundancy of devices,
and there could be a fair distance between devices, which might
cause alarms or errors in how the overall SCADA system reacts to
a single point of failure.
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Figure 2: SCADA System Schematic



Remote Reset Circuit Protection Solution to the Shortcomings
of SCADA Systems

Let’s now take a look at a new circuit breaker technology based on
solid state electronic MOSFET technology with integrated remote
reset input. For the first time, circuit protection can be integrated
in to an RTU as seamlessly as the field devices providing the con-
venience of resetting or cycling the power to any of the compo-
nents connected in the remote panel. In the event of a fault, the
electronic circuit breaker immediately detects and disconnects (in
as little as 100ms @ 1.8 times rated current) the faulty load in the
circuit and enables a system engineer to reset the circuit breaker
remotely with a simple relay, pushbutton, or RTU output via a com-
mand from the SCADA master unit over a wireless radio communi-
cation network (Figure 2). Compared to traditional circuit protec-
tion solutions, whether it is a fuse or a traditional circuit breaker,
utilizing a remotely resettable electronic circuit breaker will prolong
the energy life of the batteries, and deliver more productivity of the
entire SCADA system.

Conclusion

To deploy a remote panel in any architecture, whether the distance
is 500 feet or miles away, the panel needs to be self sufficient or
have the ability to be controlled from a centrally located controller.
Serviceability or the lack there of is an extremely important attri-
bute of the remote panel in a SCADA system. If a remote panel
needs to be visited or maintained on a regular interval to deal with
any of its components or its overall functionality, then its inefficien-
cy will increase the cost of the entire SCADA system overtime. As
battery powered solutions become more acceptable in the SCADA
application environment, so will the need for the appropriate circuit
protection with remote reset functionality.

About E-T-A

E-T-A Circuit Breakers is a world leading manufacturer of circuit
breakers and is a single-source supplier for most circuit protection
technologies: thermal, thermal-magnetic, magnetic, electronic and
high performance. E-T-A’s circuit breakers are available in more
than 150 models and 350,000 different configurations. Addition-
ally, E-T-A is a leading manufacturer of solid state remote pow-
er controllers (SSRPCs). All E-T-A circuit protection devices are
RoHS compliant. With North American headquarters in Chicago,
the company serves industrial OEMs and end-users.

An Introduction to E-T-A’s 12 VDC ESX10-T

E-T-A's ESX10 electronic circuit breaker technol-
ogy is dedicated to DC powered systems, spe-
cifically 12 & 24 volts, and is focused on lower
current based loads from 0.5 amps to 12 amps.
This technology provides the fastest detection
and disconnection of any other circuit breaker
technology available in the industry. Rated trip
time is as little as 100ms @ 1.8 times rated cur-
rent, this solid state device outperforms any typi-
cal Thermal-Magnetic breaker available today.

The ESX10 is accompanied by several hazardous
location approvals based on it inherit solid state
design, including: UL 1604, CSA 22.2, No: 213,
and ATEX. This makes it very adaptable to Class
I, Div. 2, industrial applications. These devices
are also UL 508 approved, which makes them
appealing to integrate into any general automa-
tion or SCADA application.
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